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Agenda

• Employee Benefit Plans Legislative Update, Jason Lumpkin – SDARS 
Shareholder and Scott Rain, Senior SDARS

• Employee Benefit Plan Accounting, Audit and Reporting Update - Jeanne 
Barrett, Shareholder Audit and Assurance Advisors and Todd Lucas, Senior 
Manager, Audit and Assurance Advisors

• Upcoming Changes to Form 5500 - Anthony Margiotta – SDARS Senior 
Manager

• Affordable Care Act Pay or Play Mandate - Jamie Leary, Steptoe & Johnson

• Employee Benefit Plans and Cybersecurity - Eric Fair – Manager, Internal Audit 
Technology



Professional Credits 

• 2.5 CPE credits

• 2.5 HRCI credits 

• 2.5 SHRM credits

• All certificates will be available at the end of the seminar.

• Please complete your evaluation.
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ERISA Plan Audit Universe

• 81,387 plan audits
• 6,294 CPA firms performing audits
• 126 million participants covered
• $7.5 trillion in plan assets subject to audit
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Schneider Downs ERISA Practice Overview

• One of a small number of firms auditing more than 
250 plans on an annual basis

• Perform audits of defined contribution and benefit 
plans, health & welfare plans, 403(b) and 401(a) 
plans, 11ks and ESOPs

• Member of the AICPA Employee Benefit Plan Audit 
Quality Center
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SDARS Practice Overview

• SDARS provides the following services:
– Investment Advisory Services
– Fiduciary Consulting Services
– Plan Fee Benchmarking
– Open Architecture Recordkeeping Platform
– Compliance Testing and Form 5500 Preparation
– Plan Design Consulting
– ESOP Recordkeeping and Consulting

• “Full-service” Clients as of December 31, 2017
– 92 Plans Covering over 10,000 Employees

• Retirement Plan Assets Under Advisement as of December 31, 2017
– $650,000,000 ($1.4b between personal and retirement plans - SDWMA)

• ESOP Services
– 12 Plans Covering over 5,000 Employees



2017-2018 Retirement Plan
Regulatory Update

Schneider Downs & Co., Inc.
SDAdvantage Retirement Solutions, LP



DOL Fiduciary Rule

• The Department of Labor issued a final rule that 
delayed the implementation of the enforcement 
mechanisms of its fiduciary duty regulation until the 
middle of 2019.

• The rule would postpone, from January 1, 2018, to 
July 1, 2019, the applicability of prohibited-transaction 
exemptions.

• Effective June 2017, financial institutions are required 
to act in the best interest of investors

• During the 18-month transition period, the DOL said it 
"will not pursue claims against fiduciaries working 
diligently and in good faith to comply" with the 
impartial conduct standards that are already in place.

• SEC ?
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Tax Cuts and Jobs Act

The Act had minimal impact to 401(k) and 
other tax qualified plans. The significant 
provisions include:
• Extended Rollover Period for Rollover of 

Plan Loan Offset Amounts
• Relief from Early Withdrawal Tax for 

“Qualified 2016 Disaster Distributions”
• Repeal of the Rule Allowing 

Recharacterization of IRA Contributions
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Tax Cuts and Jobs Act

Extended Rollover Period for Rollover of Plan 
Loan Offset Amounts
• Under the Act, the period during which a 

qualified plan loan offset amount may be 
contributed to an eligible retirement plan 
as a rollover contribution would be 
extended from 60 days after the date of 
the offset to the due date (including 
extensions) for filing the Federal income 
tax return for the tax year in which the 
plan loan offset occurs.
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Tax Cuts and Jobs Act

Relief from Early Withdrawal Tax for “Qualified 2016 
Disaster Distributions”

• The relief would provide an exception to the 10% 
early withdrawal penalty for up to $100,000 of 
“qualified 2016 disaster distributions.” 

• These distributions are defined as distributions 
made between Jan. 1, 2016 and Jan. 1, 2018, to 
an individual whose principal place of abode at 
any time during calendar year 2016 was located 
in a declared disaster area and who has 
sustained an economic loss.
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Tax Cuts and Jobs Act

Repeal of the Rule Allowing 
Recharacterization of IRA Contributions
• The Act would repeal the rule that allows 

the reversal of an election to 
recharacterize IRA contributions to one 
type of IRA (either traditional or Roth). For 
example, under the Act, an election to 
convert a traditional IRA to a Roth IRA 
during a tax year can no longer be 
recharacterized as a contribution to a 
traditional IRA. 
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Federal Budget Agreement

The two-year budget agreement that Congress 
passed includes several tax policy changes 
affecting retirement plans, including:
• Remove six-month prohibition on 

contributions to retirement plans after a 
hardship withdrawal 

• Allow QNECs, QMACs and profit-sharing 
contributions to be included in a hardship 
withdrawal 

• Special disaster-related rules and relief for 
use of retirement funds for individuals 
impacted by the California wildfires
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Disability Claims Procedures

On December 19, 2016, the Department of 
Labor (the DOL) published final rules 
amending the claims procedures under 
ERISA as they relate to disability benefit 
determinations for group health plans and 
retirement plans.
The changes are designed to make the 
procedures for disability claims more like the 
procedures required for group health plans, 
with the goal of ensuring a full and fair 
review.
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Disability Claims Procedures

For example, the rule:
• Ensures that disability claimants receive a 

clear explanation of why their claim was 
denied as well as their rights to appeal a 
denial of a benefit claim and to review and 
respond during the course of an appeal.

• Requires that a claims adjudicator cannot 
be hired, promoted, terminated or 
compensated based on the likelihood of 
denying claims.
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2018 Retirement Plan Limits
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IRS Revenue Procedure 2018-01

The IRS also reports that for 2018, it has modified the 
fees for voluntary correction program (VCP) filings, as well 
as other user fees.

Changes to Fees for VCP Submissions
The IRS modified the user fee structure for VCP 
submissions so they are now as follows:
• $1,500 for plans with assets of $500,000 or less;
• $3,000 for plans with assets of over $500,000 to 

$10,000,000; and
• $3,500 for plans with assets of over $10,000,000.
• The IRS made no changes to the user fee for group 

submissions, nor to the special fee waiver for 
terminating orphan plans.
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Hardship Distribution documentation

According to an IRS Memorandum for Employee Plans 
Examinations, if certain requirements are met, a plan can be 
treated as meeting the hardship substantiation requirements 
without obtaining and retaining the source documents. The 
four requirements are as follows:
• The participant must receive a notice about certain 

hardship rules and agree to retain and make available upon 
request the source documents.

• The third party administrator must obtain from the 
participant a summary of information contained in the 
source documents.

• The third party administrator must have a process by which 
it annually provides or gives the employer access to data on 
hardship withdrawals.

• The plan must have a procedure in place whereby 
participants do not receive more than two hardship 
withdrawals per year. 
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Revenue Procedure 2017-41

• In 2015, the IRS let it be known that as of this 
January it would change the determination 
letter landscape by eliminating the ability to 
obtain favorable determination letters for 
amendments or subsequent restatements of 
individually designed plans that had 
previously received a favorable determination 
letter.

• This Revenue Procedure changed the rules 
and procedures applicable to the third six-
year pre-approved restatement cycle.
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MyRA Program Terminated

• After a review of the program and its cost-
effectiveness, the Treasury Department 
announced July 28, 2017 that it will begin 
winding down the myRA program. 

• Treasury said that a thorough review of the 
myRA program found that demand for 
myRAs has been extremely low, and the 
cost to taxpayers cannot be justified by the 
assets in the program.
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Form 5500 Penalties

The Department of Labor’s Employee 
Benefits Security Administration has 
increased the civil penalties for failure to file 
the Form 5500.
• The maximum per-day penalty under 

ERISA Section 502(c)(2) for 2017 will be 
$2,097; that is $34 higher than the 
maximum rate for 2016 of $2,063 per day.

• The adjustments for 2017 apply to 
violations occurring on or after Nov. 2, 
2015.
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IRS Proposed Regulations

The regulations amend the definitions for 
qualified matching contributions (QMACs) 
and qualified nonelective contributions 
(QNECs) in order to permit the use of 
forfeitures to fund such contributions in 
defined contribution plans, including ADP 
test safe harbor contributions.
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The Retirement Plan Modernization Act 

• Legislation has been introduced that 
would increase the automatic IRA rollover 
limit for retirement plans. 

• The Act would raise the automatic IRA 
rollover limit, based on the rate of 
inflation, from $5,000 to $7,600, and 
allow for future increases to be indexed for 
inflation.
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??? QUESTIONS ???

Scott R. Rain, J.D.
Jason M. Lumpkin, QKA, AIF®



Employee Benefit Plan Accounting, Audit 
and Reporting Update

March 22, 2018



Agenda

Accounting and Reporting Update

Form 11-K Reporting (PCAOB standards) Update

On the Horizon – Proposed EBP Audit Standard

Determination Letter Program

Mortality Tables



ACCOUNTING AND REPORTING 
UPDATE



ASU 2017-16 – Employee Benefit Plan 
Master Trust Reporting

Clarifies the presentation and disclosure requirements for an employee 
benefit plan's interest in a master trust. Amendments do not affect sponsor 
accounting.

Does not affect the statements of net assets or changes in net assets

Effective for fiscal years beginning after December 15, 2018 (early adoption 
permitted)

Retrospective application

Must adopt the master trust amendments and the 401(h) amendments at 
the same time, if both are applicable



ASU 2017-16 – Employee Benefit Plan 
Master Trust Reporting (continued)

What’s Clarified
• Reporting a plan’s interest in a master trust and the change in the 

value of that interest as separate line items on the plan’s financial 
statements

• Disclosing the master trust’s investments by general type of 
investment.

What’s New
• Disclosing the master trust’s other assets/liabilities.
• Disclosing the dollar amount of the plan’s interest in the master 

trust’s investments (for each general type) and other 
assets/liabilities.



ASU 2017-16 – Employee Benefit Plan 
Master Trust Reporting (continued)

What’s the Same
• Net appreciation (depreciation) in the fair value of master trust
• Investment income of the master trust
• Description of the basis used to allocate net assets and total 

investment income to plan
• Percentage interest in the master trust for plans with undivided 

interests

What’s Eliminated
• Percentage interest in the master trust for plans with divided interests
• Providing investment disclosures in the H&W benefit plan relating to 

the 401(h) account assets



ASU 2015-07 - Disclosures for Investments in Certain Entities 
That Calculate NAV per Share (or It’s Equivalent)

• Effective for fiscal years beginning after December 15, 
2016 (2017 plan year ends) with early adoption 
permitted.

• Eliminates the requirement to categorize investments 
for which fair values are measured using the net asset 
value per share practical expedient.

• Also limits disclosures to investments for which the 
entity has elected to measure the fair value using the 
practical expedient.



Readily Determinable Fair Value (RDFV)

• The conclusion reached regarding RDFV is important because it 
determines whether an investment is eligible to estimate fair 
value using the NAV practical expedient.

• Inconsistencies exists in practice when evaluating certain types 
of investments (i.e., common collective trusts, stable value 
funds, etc.) for NAV or RDFV. 

• If an investment has RDFV, it cannot be measured using the NAV 
practical expedient and would be subject to the fair value 
measurement disclosures including the requirement to 
categorize the investment within the fair value hierarchy.

• Clarifying guidance issued by the FASB.



FORM 11-K REPORTING UPDATE



Form 11-K Reporting (PCAOB standards) Update

• In June 2017, PCAOB Release 2017-01 – The Auditor’s 
Report on an Audit of Financial Statements When the 
Auditor Expresses an Unqualified Opinion was issued.

• Requires the auditors to make the following modifications 
to the audit report
– Add auditor tenure
– Add a statement that the auditor is required to be independent
– Enhance standardized language
– Move the opinion to the first section of the report and include 

section titles
– Communication of critical audit matters (CAMs) NOT required for 

employee benefit plans

• Effective for audits of fiscal years ending on or after 
December 15, 2017.



ON THE HORIZON



Proposed EBP Auditing Standard

• Revision intended to enhance audit quality and provide 
better insight into responsibilities of management and the 
auditor.

• Comment period on exposure draft ended September 2017.

• Proposed effective date for years ending after December 
15, 2018 (2019 plan year end audits).

• EBP Task Force has been formed to review comments 
received and where applicable, suggest changes to the 
proposed standard. 



Proposed EBP Auditing Standard 
(continued)

• Proposed standard initially included:
– Changes to the form and content of an unmodified 

opinion (full scope audit)
– Required audit procedures  and new opinion for ERISA 

limited scope audits
– Required audit procedures and reporting requirements 

relating to specific plan provisions
– Inclusion of internal control related matters and findings 

in audit report
– Required procedures relative to the Form 5500



Proposed EBP Auditing Standard 
(continued)

• Significant deliberations by EBP Task Force at 
meetings in October 2017 and January 2018
– Focused on issues and feedback from exposure draft

• Most significant change was the removal of audit findings from 
report 

• Next steps.



MORTALITY TABLES



Mortality Tables

• The Society of Actuaries released new mortality 
tables in October 2014 called the RP-2014 tables
– Subsequent improvement scales released in October 

2015, 2016 and 2017

• Plan funding assumptions use different mortality 
tables but IRS is now conforming them, beginning 
in 2018.



Mortality Tables (continued)

• Mortality Improvement Scales (MP-2017)
– Released October 20, 2017
– Incorporates mortality data from the Social Security 

Administration, which indicates that deaths are 
occurring at rates slightly higher than assumed in 2016 
mortality improvement scale (MP-2016)

– Reflects a decrease in the rate of improvements in life 
expectancies in the United States compared with the 
data in the MP-2016

– SOA did not update the RP-2014 base mortality tables



DETERMINATION LETTER PROGRAM



Determination Letter Program

• Elimination of 5-year amendment cycle for individually 
designed plans (IDP) effective January 1, 2017.
– IRS will accept applications for initial plan qualification, 

termination and special exceptions
• Does not impact prototype or volume-submitter plans
• IRS will publish Required Amendment List annually 

(October 1)
– An IDP must be amended to retain its qualified plan status for 

each item on the list by the end of the 2nd calendar year 
following the year the list is published

• Discretionary amendments are required by the end of 
the plan year in which the amendment is operationally 
put into effect.



Determination Letter Program 
(continued)

• Creates significant challenges for plan sponsors.

• Plan sponsors and those charged with governance 
should:
– Obtain and review IRS Required Amendment List
– Document process for determining which amendments 

are applicable and updating of determination letter
– Carefully consider any and all voluntary amendments to 

the plan 
– Consult ERISA counsel



Upcoming Changes for Form 5500

Presented by: Anthony J. Margiotta



Form 5500 Background

What is a Form 5500?

The Form 5500 is an annual filing required by the 
Department of Labor and Internal Revenue Service for 
qualified retirement plans and certain health & welfare 
plans

Beginning with plan years starting January 1, 2009, 
Forms 5500 have been required to be electronically filed 
via the DOL’s EFAST2 system

Forms 5500-EZ can still be filed using a paper version
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Form 5500 Background

Due Date:

• Without filing and extension, 7 months 
following last day of the plan year 

• Filing an extension via the Form 5558, 
Plan Sponsors are given an automatic 2½ 
months to E-File

• Only one extension can be filed

47



Which Plans have a Form 5500 Filing Requirement?

401(k) Plans
Profit Sharing Plans

ESOPs
Defined Benefit Plans

Certain Health & Welfare Plans
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What’ New on the 2017 Form 5500?

• Form 5500/5500-SF – Plan Name Change
– Part II, Line 4 now requires that Plan Name Changes be listed in addition to any Plan 

Sponsor, EIN and Plan Number changes
• Administrative Penalties

– There has been an increase in the penalties for Plan Sponsors who fail or refuse to 
file a complete or accurate Form 5500

– Under the Employee Retirement Income Security Act of 2015, the maximum penalty 
has increased to $2,097/day, up from $2,063/day

– Other potential penalties remain the same for 2017
• Form 5500-SF – My PAA Confirmation

– For Defined Benefit Plans filing a Form 5500-SF, Part II, Line 6c was added 
requesting the Plan Sponsor’s “My PAA” Confirmation Number related to their PBGC 
Premium filing

– For 2016, this was only required for Form 5500 Schedules H/I
• IRS-Only Questions

– IRS-Only questions on the Form 5500-SF, Form 5500 Schedule H/I/R have been 
removed
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Schedule H/I – Trust Information
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Form 5500-SF
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Schedule R
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Possible Changes for the 2019 Form 5500

Why are these changes being proposed?

• Make the reporting of financial information more 
modern

• Collect more information for group health plans
• Improve Fee Reporting
• Improve IRC and ERISA Compliance
• Mineability of Data
• Proposed changes represent the most significant 

modifications to the Form 5500 since the 2009 
version
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Possible Changes for the 2019 Form 5500

• Financial Reporting
– Adding categories of investments and transactions to the 

Schedule H (Derivatives, Hedge Funds, Commodities, etc.)
– Provides additional disclosure for more complex investment 

vehicles

• Additional Compliance Questions
– Additional questions could be related to previously-introduced 

sections (unused 2015/2016 Form 5500 compliance 
categories)

– Hardship distributions, uncashed checks, investment 
offerings, additional participant information
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Possible Changes for the 2019 Form 5500

• Welfare Plans
– Elimination of the exception of filing a Form 5500 for 

welfare plans under 100 participants
– Introduction of the Schedule J

• More extensive reporting for Welfare Plans
• Could include questions about participants/beneficiaries, plan 

offerings, funding arrangement, Employer/Participant Contributions
• This schedule will be used to gather more detailed information on 

welfare plans compared to current version of the Form 5500

• Enhanced Fee Disclosure
– Could add more questions about the types of fees paid by the plan on Schedule H
– Changes and Improvements to fee reporting on the Schedule C, including for small 

plans
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Possible Changes for the 2019 Form 5500

• Other Possible Changes
– Additional Plan Characteristic Codes for Form 5500, Part II, 

Lines 8a-8b
• Safe Harbor Provisions
• Roth Contributions

– Schedule E could return to the Form 5500 (ESOP Information)
• Removed from the Form 5500 through the 2009 revision

– New Participant Data Questions
• Number of participants with account balances at the beginning of 

the year?
• Number of participants that made contributions during the year?
• Number of employees who terminated employment during the year 

who had their entire account balance distributed?
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Possible Changes for the 2019 Form 5500

Impact of possible Form 5500 changes:
• Plan Sponsors must make sure that all Plan 

Document Information is in compliance
• Plan Sponsors must use extra caution to ensure 

that all questions are answered accurately
• Form 5500 preparers must be ready to request 

and gather additional detailed information
• Possible new filings for welfare plans
• The good news…still plenty of time to prepare

– 2019 Forms 5500 will not need to be filed until 2020

57



Questions?
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ACA Play or Pay Enforcement

These slides were current as of January 2018, reflect proposed and/or interim guidance, and state general rules that may not apply 
in all situations.  Conditions, exceptions, and qualifications may apply.  You should not rely upon these materials.  You should seek 
the advice of experienced benefits counsel for advice pertinent to you.  

Jamie L. Leary
Steptoe & Johnson PLLC

Presenter
Presentation Notes
Why this topic and why now?  The IRS announced in the last quarter of 2017 that it was beginning to issue assessed penalty notices for the ACA Play or Pay penalty for the first year it was in effect – namely, the 2015 calendar year.  Some of you may be facing assessed Play or Pay penalties for the 2015 year.Some of you may be aware of the enforcement and have already educated yourself regarding this topic, while others may be aware of the enforcement but have not yet found time to learn more about it.  For some of you, employee benefits matters, including the ACA, may be a significant portion of your job duties.  For others, you may be responsible for a broad range of HR-related and/or payroll-related duties.So I will try to balance the needs of all of you during the time we are allotted.  Please note that the slides and even my talk will necessarily be at a somewhat general level.  This is an area of the law where exceptions abound and where you must be careful to not only dive deep into the guidance, you must also be aware of other areas of the ACA or otherwise governing law that may apply.  In other words, our talk today is an edited version – it’s not a compendium.  It’s an educational session, not legal or tax advice.  For that, you should work one-on-one with experienced counsel.  



that started running
when the IRS wrote it.

with a 30 day clock

Mail no one wants







Letter 226J

• Preliminary calculation of 4980H 
penalty

• Contains:

– ESRP Summary Table

– Form 14765, Employee PTC Listing

– Form 14764, ESRP response

– Contact information for IRS agent

– Serves as Section 1411 Certification

Presenter
Presentation Notes
Section 1411 Certification:  for at least one month of the year, one or more of the ACA Full-time EEs was enrolled in a qualified health plan for which a PTC was allowedThese forms are new to the IRS too!



Check Everything!

Presenter
Presentation Notes
Unpack the ESRP Summary Table – this is the format for where the IRS’s justification on its proposed penalty assessment.Check everything – data from other forms, mathematical calculations, logical assumptions.Confirm Columns (a) and (b) by reviewing Part III of Form 1094-CColumn (c) reflects number of “free” ACA full-time employees for 4980H(a) penaltyConfirm Columns (d) and (e) by reviewing Form 14765, Employee PTC ListingConfirm appropriate selection in Column (f)Confirm mathematical calculations in Column (g) are correct



Play or Pay Mandate

Play by offering minimum essential coverage (“MEC”) 
to all full-time employees and their dependents, 
which MEC is affordable and provides minimum 
value, 

or
Pay a penalty if one or more full-time employee 

enrolls in Marketplace coverage and receives a 
premium tax credit

Presenter
Presentation Notes
ALE members permitted to choose independently.If calendar year, applied first 1/1/15.If non-calendar year, transition relief may have been available for months before 1st day of 2015 PY if satisfied certain requirements.



Presenter
Presentation Notes
Letter 226J explains the ESRP Summary Table and indicates where the correlating information may be found.Key Areas for “A” FineMEC offer indicatorFull-time employee countAllocated reduction of full-time employeesMonthly ESRP amount:Column b – c X $173.33Key Areas of Focus for “B” FineCount of assessable full-time employees with a PTCMonthly ESRP amount:Column e X $260.00



4980H(a): Failure to Offer 
Coverage

• If you did not offer MEC to at least 95% of full-time 
employees and their dependents, and

• At least one full-time employee received subsidized 
Marketplace coverage, 

THEN you pay 4980H(a) penalty x (# full-time EEs - 30)

• Penalty: $173.33/mo in 2015

Presenter
Presentation Notes
Must offer coverage for every day of the month in order for it to count Exception if employment terminates and coverage terms only for that reasonFailure to offer to 5% of FTs (or 5, if greater) can be intentional.  However,  may still pay penalty for FTs in that 5% under 4980H(b).Greater emphasis on common law EE/ER relationships.  If you misclassify someone as an independent contractor, there are more than just employment taxes at stake.  In sufficient numbers, misclassifying individuals could trigger 4980H(a) penalties.Premium assistance is “Section 1411 certification” for purposes of Section 4980H.The number of free EEs are distributed ratably across ALEMs based on # of FTEs employed.  If needed, round up even if that results in more than 30 (or 80) free EEs in an ALE.Employees not included in calculation:EEs in limited nonassessment periodEEs who began employment that month on other than 1st day of the month2017: $2,260/yr; $188.33/mo2018: $2,320/yr; $193.33/mo



ACA Full-Time Employees
Full-time employee = avg 30 hrs/wk = 130 hrs/mo

Two methods:
• Monthly measurement method
• Look back measurement method

Did you count hours of service correctly?

Presenter
Presentation Notes
MMM:  Count each EE’s hours for each calendar month.Employee categories:  union vs non-union; each separate CBA; salaried vs. hourly; and employees primarily employed in different states.MMM vs. LBMMMeas., admin., and stability periods of different length or in dates



Presenter
Presentation Notes
Where you will find many key pieces of information for confirming ESRP Summary Table.



4980H(b) – Insufficient Coverage

• If a full-time employee was not eligible for your plan, or
• he was eligible for your plan, but 

– the plan was not affordable, or 
– the plan didn’t provide minimum value 

AND he receives subsidized Marketplace coverage, then

you pay 4980H(b) penalty x # each such full-time EE

• Penalty: $260/mo in 2015

Presenter
Presentation Notes
EEs who do not trigger this penalty:EEs in limited nonassessment periodEEs who were offered MEC under ER sponsored plan that provided MV and met an affordability safe harbor but were still 1411 certified 2017:	$3,390/yr; $282.50/mo2018:	$3,480/yr; $290/mo



Affordable

Affordable: Cost to EE for lowest cost self-only 
coverage that provides MV must not have 
exceeded 9.5%* of household income

– Safe harbors available
• Federal poverty level 
• Employee’s rate of pay
• Employee’s Box 1 of W-2

– Outside the safe harbor . . .

Presenter
Presentation Notes
Indexed:  9.56% in 2015; 9.66% in 2016; 9.69% in 2017; 9.56% in 2018Safe harbors – can use different ones for any reasonable category of EEs as long as uniform and consistent – e.g., diff job categories, hrly vs sal, geographic locationConditions to using a safe harbor:  you offer the oppy to enroll in MEC under ER sponsored plan that provides MV with respect to the self-only coverageRate of pay – 130 hrs x lower of ROP at PY beg or lowest in month.  If sal, can’t use if ROP drops.   9.5% of monthly salary           Excludes commissions, bonusesUnaffected by unpaid leaveNew contributions to an HRA integrated with an ER GHP may be counted in an affordability determination if the HRA funds are usable for premiums.Seeking cmts re: ER contribution to cafeteria plans.An ER may consider wellness program incentives in an affordability determination to the extent that such incentives are related to tobacco use.FPL:2015:	$11,670/yr; $972.50/mo 	$92.972016:	$11,770/yr; $980.83/mo	$94.752017:	$11,880/yr; $990/mo 	$95.932018:	$12,060/yr; $1,005/mo	$96.08



Minimum Value

Minimum value = Plan must cover at least 60% of 
the cost of benefits provided under the plan, 
determined via:

– Online calculator 

– Safe harbor design

– Certification by actuary



2015 Transition Relief

• Midsize ALEs (50 to 99 FTEs during 2014)
• No monetary penalties due for 4980H noncompliance

• Large ALEs (100+ FTEs during 2014)
• Required to offer MEC to only 70% of full-time employees 

• 80 free EEs in any 4980H penalty calculation

• Non-calendar plan year 

Presenter
Presentation Notes
Don’t cut hours from 2/9/14 to 12/31/14Exception: reductions based on bona fide business reasonsReductions of workforce size or overall hours of service because of business activity such as sale of a division, changes in the economic marketplace in which the ER operates, terminations of employment for poor performance, or other similar changes unrelated to eligibility for this transition relief are considered bona fide.  Don’t cut health coverage, if any from 2/9/14 to end of 2015 plan yearSafe harbor:-- Maintain same amount/percentage of ER contribution-- Keep same coverage or at least continue to qualify as MV-- Don’t narrow or reduce eligibility classes 



Codes from 
Lines 14 & 16 on 
Form 1095-C

ER may indicate 
corrections

Presenter
Presentation Notes
Who should be listed?Each full-time employee who was allowed a premium tax credit for 1 or more months and who did not have a “safe harbor” code on their 1095-C.For any employee:Some months may be highlighted, which means that employee did NOT trigger a penalty assessed for that employee for that month.  If there is no highlighting, a penalty is assessed for that employee for that month.



Employee PTC Listing

Who SHOULD be listed?  

Employees

– For whom you filed a Form 1095-C,

– Who were allowed a premium tax credit for 
one or more months, and

– For whom you did not report ESRP
relief

Note:  Handle this 
information with care.

Presenter
Presentation Notes
So:ACA Full-time Employees for one or more monthsWho purchased coverage on the Marketplace and who received a subsidy, as confirmed by their 1040And who were either:Not offered coverage by youOr offered unaffordable coverageOr coverage that did not provide minimum valueNote:  Beware the ACA’s Employee Retaliation and Whistleblower Liability provisions.  In general, employers are prohibited from retaliating against—including discharging, intimidating, blacklisting, or disciplining—any employee in connection with a protected activity, which includes receiving a premium tax credit.  The protections extend to former employees.  





Who You Gonna Call?

• Who prepared Forms 1094/95-C?

• Who has copies of the Forms you filed?

• Who has enrollment and payroll data?  

• Who determined ALE status?

• Who determined employee full-time status?

Presenter
Presentation Notes
Does your contact with outside service providers include these matters?Is there an additional fee?Who must authorize that internally and does vendor require an additional agreement?Do you need information and/or assistance from multiple vendors?Do you need to work with different personnel at the vendor rather than your “regular” people?  



Remember That 30-Day Clock?





If You Agree With the Assessment

Return Form 14764 by the deadline and either
– Include payment or 
– Seek alternative payment options

Presenter
Presentation Notes
Pay by check, money order, or using the Electronic Federal Tax Payment SystemOther payment options by agent agreement; refer to IRS Publication 594Otherwise, IRS will proceed with notice and demand



If You Disagree With the 
Assessment

Return Form 14764 by the deadline:
– Include signed statement with explanation and 

supporting documentation

IRS’s response:  Letter 227
– 5 different versions

ALE may request a pre-assessment conference with 
Office of Appeals

Presenter
Presentation Notes
On Employee PTC Listing:Enter new codes on second row of Form 14765Use only one code per monthEnter the code for Line 14 and then the code for Line 16, separated by a slashIf several codes may apply, describe in signed statement (including employee’s name, applicable months, and additional indicator codes for each month)Include employer’s name, EIN, Form 14764, and Plan Year on any attached documentationMaintain copies of all correspondence with IRSConsider sending by return receipt requested or private deliveryWhatever Letter 227 you receive will state ITS OWN DEADLINE and REQUIREMENTS



Any Questions?

Please keep in mind that these slides are 
only a summary of ACA Play or Pay enforcement, and 

this is an area of law still evolving.

Jamie L. Leary
Of Counsel

Steptoe & Johnson PLLC
1233 Main Street, Suite 3000

Wheeling, WV 26003
(304) 231-0471

jamie.leary@steptoe-johnson.com
DISCLAIMER: This presentation has been prepared by Steptoe & Johnson PLLC for informational purposes only, and the content contained herein is

not offered as legal advice. The author and other attorneys at Steptoe & Johnson PLLC reserve the right to advocate freely other positions in
other forums or settings.



THANK YOU!



Employee Benefit Plans and Cybersecurity

Eric Fair, CISA, CBCLA
Manager, IT Risk Advisory Services

Presenter
Presentation Notes
I am here today to enhance and broaden awareness of cybersecurity issues and risks as they apply to employee benefit plans, and help plan sponsors and fiduciaries better navigate complex cybersecurity issues. A lot of the information I will be sharing with you today are from what we see in the profession, regarding research and client environments, as well as considerations provided by the ERISA Advisory Council for Employee Benefit Plans.The overall goal is to raise awareness through the development and continuous improvement of a cybersecurity risk management program for benefit plans within your organization.



Agenda

• What is Cybersecurity
• Cybersecurity Statistics
• Common Cyber Threats
• Impact of Cyber Threats
• What it Means to You
• Your Role
• Challenges
• Effective Practices
• Cybersecurity Frameworks
• Industry Initiatives / Developments
• Resiliency
• Cybersecurity Considerations
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Cybersecurity

• Technologies, processes, and practices 
designed to protect networks, hardware, 
software, and data from attack, damage, or 
unauthorized access.

• Will continue to be a concern within every 
organization in today’s digitally connected 
world. 

• Awareness and understanding potential risks 
and responses is critical for everyone 
(including vendors/suppliers) to ensure 
ongoing business resiliency.

86



Cybersecurity Statistics

• Cybercrime damage costs are expected to reach $6 trillion 
annually by 2021
– Currently $600 billion
– 2014: $450 billion

• Cybersecurity spending will exceed $1 trillion from 2017-
2021

• Cost per breach: $7 million (legal, notification, forensics, 
credit monitoring, etc)

• Cost per breached record: $221
• The industry will need 3.5 million new cybersecurity workers 

to help control the threats
• Organizations are under increased pressure to demonstrate 

their resiliency through effective processes and controls to 
detect, respond, mitigate, and recover from cybersecurity 
events

The Center for Strategic and International Studies (CSIS) and McAfee
CSO 
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Common Cyber Threats

• Ransomware
• Phishing
• Unpatched systems
• Malware
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Presentation Notes
Ransomware – where criminals encrypt and seize an entire hard drive and will only release it for a high ransomPhishing – where emails are crafted to fool victims into giving up passwords or taking some other harmful action.Unpatched systems - Equifax breach is particularly bad "because they had already been told about the fix — it needed to be implemented in a tool called Apache Struts that they use — well before the breach even happened.  And yet they failed to do so fully in a timely manner. Malware (malicious software) – downloaded to a target computer that can do anything from steal data to encrypt files and demand ransom.



Impact of Cyber Threats

• Disruption of business
• Result in financial losses
• Destroy an organization’s reputation

“It’s not a matter of if, but when”
“Expect to get hacked”
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What it Means to You

• Protecting the privacy and security of benefit 
data and personal information (PII, PHI)

• Who manages / where maintained?
• Risk Assessment should include electronic 

plan records, as well as:
– Involvement from plan administrators and result in:

• Written IS policies to include encryption
• Periodic audits to detect threats
• Periodic testing of backup and recovery plans
• Ownership / Responsibility for data loss
• Cybersecurity insurance
• Ongoing training to reinforce data security
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Presentation Notes
PII – Personally Identifiable Information – as defined in OMB Memorandum M-07-1616, PII refers to information that can be used to distinguish or trace an individual’s identity, either alone or when combined with other personal or identifying information that is linked or linkable to a specific individual. The definition of PII is not anchored to any single category of information or technology.PHI – Protected Health Information – Information that is a subset of health information, including demographic information collected from an individual; is created or received by a health care provider, health plan, employer, or health care clearinghouse; can be used to identify the individual.



Your Role

• Have an understanding of potential risks to your 
organization

• Apply a security mindset to your daily duties to 
help protect data

• Understand what data you have access to, where 
it is stored, how it is protected and shared

• Administrative service providers are essential in 
the protection of PII

• Understand any extensive regulations or legal 
requirements to protect PII, within your industry

• The more service providers and users 
administering benefit plans, the likelihood of a 
breach increases
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Challenges

• Limited resources
• Limited technical expertise
• Lack of clear standards
• Use of cloud-based solutions to offload 

cybersecurity burdens
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Effective Practices

• Any combination of the effective practices 
below can be accomplished by consulting 
with IT risk and cybersecurity professionals
– Data Management

• Protection, encryption

– Technology Management
– Service Provider Management

• Plan administrators, actuaries, auditors, trustees, 
insurers and consultants

– End User Awareness / Training
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Presentation Notes
Share our value and experiences helping clients.



Cybersecurity Frameworks

• NIST Cybersecurity Framework (CSF)
– Identify
– Protect
– Detect
– Respond
– Recover

• ISO 27001
• CIS Critical Security Controls
• PCI Data Security Standard (DSS)
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Presenter
Presentation Notes
NIST CSF - consists of standards, guidelines, and best practices to manage cybersecurity-related risk. In the process of finalizing updates to the framework.ISO 27001 - standards helps organizations keep information assets secure.CIS Critical Security Controls - recommended set of actions for cyber defense that provide specific and actionable ways to stop today's most pervasive and dangerous attacks. A principal benefit of the Controls is that they prioritize and focus a smaller number of actions with high pay-off results. They are derived from the most common attack patterns highlighted in the leading threat reports and vetted across a very broad community of government and industry practitioners. Created by the people who know how attacks work - NSA Red and Blue teams, the US Department of Energy nuclear energy labs, law enforcement organizations and some of the nation's top forensics and incident response organizations.PCI DSS - The goal of PCI DSS is to protect cardholder data wherever it is processed, stored or transmitted. Maintaining payment security is required for any organization that stores, processes or transmits cardholder data. Guidance for maintaining such is provided through a set of technical and operational requirements for organizations accepting or processing payment transactions.



Industry Initiatives / Developments

• Health Information Trust Alliance 
(HITRUST)

• AICPA Initiatives for SOC Reporting
– SOC 2
– SOC for Cybersecurity

• Society of Professional Asset-Managers 
and Record Keepers (SPARK)

• General Data Protection Regulation 
(GDPR)
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Presentation Notes
HITRUST - Private organization that has developed a Common Security Framework (CSF), that leverages multiple frameworks, to be used by all organizations that access store or exchange ePHI.SOC 2 – examination on the fairness of the presentation of management’s description of the service organization’s system, the suitability of the design of the controls included in the description, and, in a type 2 engagement, the operating effectiveness of those controls Relevant to Security, Availability, Processing Integrity, Confidentiality, or Privacy (SOC 2).Can also do a SOC 2 + HITRUSTSOC for Cyber – A SOC for Cybersecurity Report is an examination, performed by a CPA firm, to provide stakeholders with information regarding an organization’s cybersecurity risk management program and controls. Internally, the examination process and report can benefit senior management and the board of directors when evaluating their organization’s cybersecurity risk management program.  Externally, the report can provide information to analysts, investors, business partners and others who might be affected by the effectiveness of the organization’s cybersecurity risk management program and controls.SPARK - SPARK is studying ways to provide plan sponsors and fiduciaries with sufficient assurances about cybersecurity while also preserving time and resources for all parties, since plan administrators spend significant time and resources responding to cybersecurity queries from their clients and prospects.GDPR - Data protection law over the privacy of personal data across the 28 EU member states. Any enterprise with personal information of EU countries need to comply.



Resiliency

• Business continuity plans?
– Few organizations regularly test the resilience 

and recovery of systems, let alone dedicate 
resources for teams to practice how to 
respond to a cyberattack.

– Cyberattacks can cost an organization millions 
to recover, in addition to system and business 
disruption, lost business and reputational 
damage.

– Having plans in place, tested, and regularly 
updated and help build resiliency and reduce 
the impact and overall risk.
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Presentation Notes
Talk through incident response, business continuity and disaster recovery experience.



Cybersecurity Considerations

• Establish a Strategy
– Understand the plan’s data

• Inventory data, data elements, “data diet”
– Frameworks

• NIST, SAFETY Act
– Process considerations

• Implementation/monitoring, testing/updating, reporting, training, access control, data 
retention/destruction, third party risk management

– Strike the right balance
• ERISA requirements, participants/beneficiaries, legal counsel, size/complexity, to determine 

overall risk
– State law considerations

• anyone dealing with employee benefit plan data should have legal counsel advise them on the 
applicability of such laws in the event of a breach

• Perform Due Diligence on Service Providers
– Use service providers whose cybersecurity policies and procedures have been vetted. 
– Clearly define security obligations, setting forth which party is responsible for which security measures 

and of what exactly those measures will consist. 
– Breach notification and the right to audit are essential for inclusion in contracts with service 

providers. 
• Insurance Considerations

– Understand what cyber insurance does and does not provide and how it coordinates with other types 
of insurance coverage; incorporate cyber insurance into your cyber risk management strategy. 
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Presentation Notes
Cybersecurity threat prevention is impossible, but an effort must be made to limit the threat, which requires implementing security protocols. So What Can You Do?



Questions

Eric Fair, CISA, CBCLA
Manager, IT Risk Advisory Services

Schneider Downs & Co., Inc.

efair@schneiderdowns.com
www.schneiderdowns.com
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So, hopefully I was able to enhance and broaden awareness regarding cybersecurity issues and risks as they apply to employee benefit plans. 
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